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Arctic Wolf Agent

Actionable Endpoint Intelligence
Managed by Security Experts

Arctic Wolf™ Agent is lightweight software that installs on endpoints to collect
actionable intelligence from your information technology (IT) environment. The

agent provides audit and alert telemetry that is monitored 24x7 by Arctic Wolf

security experts. It enables real-time monitoring and continuous endpoint scanning to
rapidly identify issues, resolve threats, and eliminate vulnerabilities before they become
larger problems.
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Why Use Arctic Wolf Agent?

Easy installation

e Deploys quickly and transparently through your IT department’s existing software
deployment processes via universal installers (MSI, and PKG)

Real-time, continuous monitoring by security experts

e Arctic Wolf continuously monitors audit and alert data collected by Arctic Wolf
Agent, including detailed asset information, OS specifications, SSL certificates
deployed, running processes, obsolete software, authentication information, and
more.

e Arctic Wolf™ Managed Detection and Response and Arctic Wolf™ Managed Risk
services can both leverage telemetry from the agent.

Increased security with a powerful SecOps toolkit

o Asingle endpoint agent provides asset identification, vulnerability management,
endpoint threat detection, and risk assessment.

Supported Platforms

e Windows (7+)

e Windows Server (2008 R2+)

e MacOS (OS X 10.6+)

e 64- and 32-bit systems

Actionable Endpoint
Intelligence
e Delivers audit and alert information

about your endpoints; continuously
monitored by security experts

Advanced Asset Inventory
and Operational Metrics

e Profiles and classifies assets on your
network to build a comprehensive
inventory

Host-Based Vulnerability
Assessment

e Monitors hardware, software, and
registry configurations and changes
to reveal risks only detectable
through on-device observations

Security Controls
Benchmarking

e Benchmarks your risk profile against
comprehensive configuration
guidelines that include global
security standards

Cyber Risk Monitoring

e Used to continuously monitor
and quantify risk indicators from
licensed endpoints to detect
anomalous behaviors and potential
vulnerabilities



How Arctic Wolf Agent Works
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By the Numbers

10-100MB

Average daily bandwidth
utilization per workstation
(10MB) or per server (100MB)
generated from the

Arctic Wolf agent

10MB

Memory utilization under
normal operation of
Arctic Wolf Agent

<1%

The average CPU utilization
during normal operation of Arctic
Wolf Agent

30MB

Arctic Wolf Agent’s average disk
utilization footprint

Small footprint, big insight
Arctic Wolf Agent delivers rich operational metrics and asset information to provide
amore complete picture of your security posture:

Asset information Operational metrics

e System name e Users logged-in

e Operating system specifications e Running processes

e Machine specifications e Wireless networks

e Software inventory e USBdevicesinuse

e Hardware inventory e SSL certificates deployed

e Network interfaces and IP address
assignments

e ARPtable

Powerful Security Operations
(SecOps) Tools Backed by Security Experts

Arctic Wolf Agent provides actionable endpoint intelligence leveraged by both Arctic
Wolf Managed Detection and Response and Arctic Wolf Managed Risk solutions.
The agent provides the following data:
Arctic Wolf Managed
Detection and Response

Arctic Wolf Managed Risk

o Software affected by Common

o Suspicious process activity detection Vulnerabilities and Exposures (CVE)

e File system monitoring on events e Obsolete software checks

o Nested system libraries with
vulnerabilities

e Indicator of compromise (IOC)
search and analysis

o User/admin authentication activity e Security controls benchmarking

monitoring

e Application-specific anomaly
detection

To learn more about Arctic Wolf Agent, visit arcticwolf.com
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Contact Us

arcticwolf.com
1.888.272.8429
ask@arcticwolf.com



http://arcticwolf.com

